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. Objective

This Guide provides a model and a process to facilitate a consistent
approach for each of the commodity groups involved in the Canadian On-
Farm Food Safety Program, to follow in discharging their responsibilities for
the development of on-farm food safety (OFFS) programs. The Guide is
intended to be a simple and practical tool to assist users in effectively
identifying, prioritizing and managing | mitigating potential risks. Applying
the outlined process will serve to broaden the knowledge and understanding
of risk, not only by the commodity groups, but also by their key
stakeholders who influence risk management decisions. In addition, using a
consistent approach will support the sharing of risk management strategies

and best practices between commodity groups.
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2. Background - “Why Risk Management”

This Risk Management Planning Guide has been produced by Marsh Risk Consulting to support the activities of the
respective commodity groups and the strategists /decision makers (both individuals and associations) responsible for
design and delivery of National On-Farm Food Safety (OFFS) Programs. The development process included seeking input
on scope and performance aspects of the tool, as well as consultation with a number of associations. The Guide provides a
consistent reference framework for risk management - recognizing that to be successful, all stakeholders to the OFFS
process risk management need to be involved. This Guide is also designed with a process emphasis, hence is structured to
be applicable at any level of the OFFS design and delivery process - including in particular the scope of responsibilities at
the national design and development, and regional or provincial delivery levels.

Effective communication with stakeholders, both to solicit and understand their needs, as well as to inform them of
evolving issues of interest, is integral to the overall success of the risk management process. The development of the
OFFS process is a collaborative venture involving various representative commodity groups from the agricultural
production sector and related government partners. Considering this, and the associated complex supply chain and public
perception issues, a common thread throughout this Guide is risk communication.

The commodity-specific OFFS program requirements (i.e. good management practices, critical control points, etc.) have
been designed based on Hazard Analysis Critical Control Point (HACCP) principles. HACCP has evolved and is accepted
globally as the leading systematic approach for food safety strategies. The HACCP based programs are an excellent risk-
based mechanism that represents an important platform in the overall management of food safety risks. However these
programs, in themselves do not address the full range of food safety related risks to a commodity group. For example,
financial, reputational, system performance, governance and technical risks beyond the scope of those intended by the
producer program procedures, are a few. Therefore, the risk management process is complementary to the operational and
administrative programs that have been, or are being developed, as part of the Canadian On Farm Food Safety initiative.
Risk management can effectively act as an umbrella process to all others - continually “testing” the efficacy of strategies
and processes against potential unwanted threats. Being proactive in identifying prioritizing and reducing potential threats
serves to pre-empt serious incidents that could otherwise materially threaten the success of programs. Risk management
also serves as a key platform for continuous improvement as the risk control processes in place are challenged and
enhanced to assure that they will effectively deal with both the key risks that are identified, as well as new or emerging
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risks that might arise. Finally, should a loss or unwanted event occur, an effective risk management process ideally will
have anticipated the eventuality and assure the organization and its key stakeholders are protected and prepared, by having
mitigation processes in place (for example risk financing programs and crisis management plans).

This Guide provides a framework for risk-based decision-making to proactively reduce the likelihood or impact of
potentially serious and disruptive losses, through preventive and mitigatative strategies. It provides a means of qualifying /
measuring risk, thereby facilitating the ability to monitor exposures and the effectiveness of risk control initiatives to
address them.

In short, risk management is an integral component to developing a strong and credible food safety system, and when
implemented will bring several key benefits to the Canadian approach to on farm food safety:

1. A proactive and consistent approach to risk management.
2. Improved assurance that the full range of on-farm food safety related risks are considered and addressed.

3. Through a consultative process and by drawing on the collective expertise available from stakeholders, improved
quality of decision-making.

4. Enhanced awareness and communication of risks throughout the industry and amongst stakeholders.
5. Sharing of risk management best practices
6. An important support for governance for national associations.

7. Through effective risk prioritization, efforts can be focused to maximum the benefit realized, thereby improving
both resource utilization, and the risk profile

8. An improved state of readiness to respond to crises.
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As with any important program or initiative, a successful risk management process is contingent on appropriate time,
resources and expertise being committed to it. In a cost-conscious business environment, with already fully committed
resources, there is a danger that risk management may be viewed as a “nice-to have” issue to be addressed as time
permits. Yet, as noted previously, effective risk management can provide significant benefits to participants in the OFFS
program. Perhaps more importantly, the consequences of not effectively managing risks can be catastrophic. Therefore, it
is incumbent on leaders of the organizations responsible to develop and implement OFFS programs to provide their full
support for risk management to assure these benefits are realized, and their industry and its constituents are protected.
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3. Using This Guide

This Guide is organized to provide the user a baseline grounding in risk management, and to provide a working tool that
will directly facilitate an effective risk management process. The user will be directed on how to perform specific aspects
with the aid of the tools and references provided. A CD-ROM containing worksheets and support materials has been
developed to accompany The Guide.

Considering the potential industry and public implications associated with on farm food safety, and the range of
stakeholders involved in the process, the risk issues are complex. It is unrealistic to expect that the risks can be solved
simply, therefore, this Guide endeavors to provide the user with a systematic step-by-step process. This process, will
require a rigorous approach to the identification and analysis of risks, and an effective and prioritized plan to implement
the risk treatment strategies required for those risks judged as being particularly significant.

As the models presented in the Guide demonstrate, risk management is, of necessity, a continuous process. Risks are
inherently dynamic as science evolves, stakeholder perception’s change, new regulations are introduced and the world
learns from its experiences — both good and bad. Therefore, as users identify resource requirements and plan the process
and systems to help manage the risks of their commaodity groups, they should do so with a long term horizon; one which
assures that identification, assessment and control of risks becomes an integral part of the overall planning, strategies and
activities of the organization.

Throughout the Guide, reference is frequently made to “the user”, to whom this Guide is directed. “User” is intended to be
the person and / or team responsible for development and coordination of risk management activities for their respective
organizations — whether a national association charged with development of OFFS programs for their commodity group,
provincial delivery agents, and / or other groups or associations having a role in the OFFS program. The Guide itself has
been designed to be as flexible and scalable as possible to assure it can be used by all Commodity groups for risks that are
common to all, or unique to a particular group. In this respect, the scope of the areas of “risk” to be managed can be as
broad (i.e. financial, strategic, process/operational, business environment) as needed by the user.
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Throughout the Guide, the page margins are used both as a navigational aid and to stress key concepts. Models are colour

Navigating
through the coded wherever possible, to assist the user in keeping track of where they are in the process. For example, the following is
Guide the colour legend used for core risk management action steps.

Risk Risk Risk
Identification Assessment Treatment

Planning Implementation Monitor

Figure 1. Colour legend used throughout this Guide for the stages of the risk management process.
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4. Risk Management Principles and Process

“The essence of risk management lies in maximizing the areas where we have some control over the
outcome while minimizing the areas where we have absolutely no control over the outcome and the
linkage between effect and cause is hidden from us.”

Peter L. Bernstein “Against the Gods” (1996)

Introduction

Risk is all about uncertainty. The ability to effectively manage risk will improve the reliability of an organization being
able to meet its broad objectives — no matter what.

However, managing risk is challenging in that decisions must be made about processes, activities and investments for
potential outcomes that may never arise. In addition, changes over time, new processes, shifting responsibilities, and so
on, can inherently create new sources of risk. Despite best efforts to manage and control risks, unforeseen events —
sometimes out of the control of the organization — can occur without warning. Therefore, when developing risk
management programs, it is important to maintain a long-term perspective to, wherever possible: anticipate potential
threats and take action to reduce their likelihood of occurring; be continually vigilant to respond effectively to mitigate

events that do occur; and maintain adequate response and financial recovery mechanisms to assure the long term viability
of the organization.

This section is intended as a brief overview of risk management principles to provide the user with a baseline
understanding and rationale of the processes and tools that are presented as part of this Guide.
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Risk Terminology

When a broad range of users adopt a general process there should be a common language and understanding of
terminology. The following are definitions of some common terms used in this Guide.

Risk: There are numerous definitions of “Risk” with the following being contextually relevant to the purpose of this
Guide:

“Risk” Definition #1... Risk = Likelihood x Impact (+ Perception)

This is the commonly accepted combination of the likelihood of an event occurring, and the impact if it does occur. The
term “likelihood” is used, rather than terms such as “probability” or “frequency” as those terms tend to have a
mathematical or statistical connotation. For the vast majority of OFFS risk issues there is no objective data to support
projecting the probability of a particular event with any certainty or credibility. Similarly “impact” is used to describe the
collective consequences of an event — those that are measurable in financial terms, as well as those that are more difficult
to quantify, such as loss of reputation. Again, a term like “severity” is felt to have a more numerical connotation.

This definition of risk also introduces the additional consideration of risk perception and the notion of “perception as
reality”. There can be circumstances where the perception of a risk far overshadows the actual risk. This concept is
particularly relevant to this Guide as society in general has a close personal stake in food safety and tends to be intolerant
of any risk — real or perceived. This also reinforces the importance of planning risk communication to stakeholders so that
the message is both delivered and received as intended.

“Risk” Definition #2... The threat of an event which adversely affects the organization’s ability to achieve its
objectives.

This definition is felt to be particularly helpful in broadening the view of risk as being anything whatsoever that is

unplanned, unwanted and prevents the organization to fulfill its objectives — whether they be strategic, financial,
educational, and so on.

10
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Risk Management... The process of systematically and comprehensively identifying risks, quantifying their impacts
and implementing risk management strategies that reduce their likelihood and/or consequences of occurrence of
critical risks.

This definition purposefully includes some specific terms that reinforce many of the principles and processes that form
this Guide:
Systematically - The approach should be a regular process, not a one-time event
Comprehensively - Risks should be considered on a broad basis including financial, process and operational, or a
business environment risk.

Risks - Uncertainties where actual outcomes may differ from expected outcomes

Quantifying - Individual risks and their impacts should be measured to help establish treatment priorities and
considered on a portfolio basis to understand and appreciate correlation’s among risks.

Implementing - The organization should develop and execute strategies to avoid, mitigate and finance risks.
Strategies - Organizational strategies include mitigation of risks through process design, organization structure,
communication, and contingency planning; financial strategies include design and placement of financial
transactions including but not limited to structured finance, insurance, and other custom vehicles.

Critical - Not all risks are material — their importance depends on the relative potential impacts on the goals and
objectives of the organization and its key stakeholders.

Risk Communication: Any two-way communication between stakeholders about the existence, nature, form, severity
or acceptability of risks.

Risk Identification: The process of determining, from a risk context, what can happen and why.

Risk Scenario: A defined sequence of events with associated impacts and basic causation factors.

11
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Loss: Any negative consequence — including injury or damage to health, property, the environment, or something else
of value.

Hazard (or threat): A source of potential harm or a situation with a potential to cause a loss.

Risk Assessment: The overall process of using information to estimate the potential likelihood and impact of potential
threats and evaluate them in terms of acceptability of risk.

Risk Control: Any measure that reduces the likelihood or impact of a risk.

Risk Treatment: The selection and implementation of appropriate options for dealing with risk.

Monitor: To check, supervise, observe critically, or record the progress of an activity, action or system on a regular
basis in order to identify change.

12
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Risk Management Process

The process suggested in this Guide is based on broadly accepted risk management models. The Guide is consistent with,
for example, the processes outlined in CAN/CSA — Q850 — 97 “Risk Management: Guide for Decision-Makers” and

CAN/CSA-Q634-M91 “Risk Analysis Requirements and Guidelines”— each of which were used as a reference for the
development of the Guide.

The following is a simplified version of the model designed for the OFFS risk management process. In subsequent
sections, a description of each phase of the process and how to implement it is addressed in detail.

Planning \

Risk Identification

Risk Assessment

Continuous Risk
Improvement

Risk Treatment
Strategies

Implementation

/

Figure 2. Risk Management Process

Monitor

13
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Complex risks are not always easily and readily solved, and unwanted upsets or losses can be caused or exacerbated by
anyone or anything related to the operation. Successful risk management demands an ongoing process, which should be
both systematic and continuous. It begins with planning the risk management infrastructure and resources and continues
through the identification and assessment of risks, their treatment and ongoing monitoring. The overall long-term goal is
continuous risk improvement.

14
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Risk Communication - Stakeholder Influences

For a process as far-reaching and involved as the development of national OFFS systems, it is vital to recognize the
importance of effective collaboration and communication with stakeholders. As the following diagram illustrates, this
should be done throughout all stages of the risk management process.

Planning

Continuous Risk
Improvement

Risk Treatment
Strategies

V| Stakeholder Communication |q.

\
Implementation
" A/
Monitor

Figure 3. Risk Management Process, Stakeholder Communication

15
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In planning risk management processes, users are encouraged to identify and qualify key stakeholders. Risk management
stakeholders are those who:

e Are, or sense themselves to be, affected by a risk, decision or activity.
e Are entitled to participate in the risk management decision process.

e Can influence the risk management process or the decisions made.

Well-planned risk communication strategies will assure the organization’s important messages about risk are delivered
and received, as intended, by the target stakeholders.

Continuous Improvement (Risk Treatment)

As an ongoing process, risk management requires continuous identification, evaluation and implementation of appropriate
treatment strategies for important risks. The process also suggests that the key factors influencing risk, and risk
management systems in place are continuously monitored. As a result, when implemented successfully, risk management
serves as an important mechanism for continuous improvement. For organizations involved in the development and
implementation of OFFS programs, this means risk management can enhance the quality and completeness of the program
and improve the certainty of successful implementation.

Risk improvement is primarily achieved through effecting “risk treatments”. As defined previously, risk treatment is the
“The selection and implementation of appropriate options for dealing with risk.” There are various types of strategies to
“treat” risks, including, for example:

¢ Risk avoidance by making a conscious decision to not be involved in a certain activity.

16
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¢ Risk Control, through prevention to reduce the likelihood of a potential event, or reduction, to mitigate the potential
impacts if the event occurs. Typical risk control strategies include:
e Policies, standards and procedures (A Producer Manual would be an example).
e Training and awareness programs,
¢ Auditing and other validation or monitoring processes.
e Crisis management and business continuity plans

¢ Duplication of assets (e.g. backup of critical computer records, redundancy of approved suppliers)
e Contractual risk transfer of an activity or asset to shift / define legal or functional responsibility for risk.
¢ Financial risk transfer via insurance or other financial vehicle, through financial counterparties.

e Risk financing - funding for losses using structured financial planning tools, or risk retention, by evaluating and
making a conscious decision to accept the consequences of a risk

Inevitably, for each risk, a combination of many of these strategies will be utilized.

Users must decide which potential risk treatment alternatives to move forward with, and in which order. However, the
inherent difficulty of quantifying risk challenges conventional cost / benefit decision-making where returns on investment
are typically easier and more precisely projected. Investments in risk management are made with the comfort that the
organization is better protected, but without the complete assurance of a financial payback. In other words, questions like
“how much money was saved by the unwanted incidents that did not occur?”” may be of interest to discuss but challenging
to translate in specific financial terms.

17
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The organization’s risk philosophy will tend to be the main driver of investments in additional risk treatment. In reality
the tone is set by a combination of the:

e Degree to which the Board and leadership is risk averse versus risk aggressive.
e Financial position of the organization.

e Realities of the business environment

e Perception of the risk, and

e The influence of key stakeholders.

From a more structured risk management perspective, decisions on risk treatment distil down to determining the greatest
return of risk reduction that can be realistically achieved per unit of investment.

18
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5. National OFFS Program - Risk Management Program
Implementation

"The concept of risk and relative risk is a difficult and complex subject, and risk analysis is still evolving in Canada
and at the international level. To be credible, risk analysis must be supported by a rigorous and systematic approach.’

Canadian Food Inspection Agency, Report of the Auditor General, 2000

For the purposes of implementing a risk management process in support of the OFFS initiative, the activities around the
risk management process model have been grouped into three phases:

Phase |: Planning

This initial phase sets the essential groundwork that assures the process will move forward in an organized, effective and
sustainable manner. This involves:

o Identifying the team / resources required,

e Defining the responsibilities of those involved,

e Identifying the key stakeholders to be considered or consulted,

e Developing policies goals and objectives, and

e [Establishing timetables for implementation.

Phase lI: Risk Identification

The Guide provides tools to assist with conducting an initial risk identification process, considering the broadest spectrum
of food safety related risks possible. This “screening”, typically conducted as a group exercise, will help develop an
initial indication of the most significant potential food-safety related threats to the commodity group.

19
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Phase lll: Risk “Assessment, Treatment Strategies, Implementation and Monitoring

The final phase is an ongoing process of in-depth analysis of the identified critical risk scenarios (a “Risk Analysis

Worksheet” tool has been provided to assist), developing strategies to deal with them, managing the implementation, and
monitoring the continuously evolving risk environment.

Figure 4 illustrates the phasing of the process with additional details and guidance provided in the subsequent pages.

Planning | Phase | -

N\

Risk Identification Phase I~

Risk Assessment

Continuous Risk
Improvement

Risk Treatment
Strategies

Phase Il

Implementation

Monitor /

Figure 4. OFFS Risk Management Model - Phases for Implementation

20
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Planning (Phase )

Authority and responsibilities

A risk management program can affect overall policy and strategy and requires a long term and sustained commitment.
Therefore, involvement, commitment and authority from the organizations’ Board and senior executive is essential.
Pragmatically, they must assure the operational functions responsible for the design and implementation of the risk
management programs are provided with sufficient resources to discharge these important responsibilities.

While each user organization may designate one person specifically to coordinate the risk management program, using a
team approach can significantly enhance the overall quality and rigor of the process. Stakeholders and technical
specialists (for example personnel from production, technical, marketing, regulatory and legal, economics and finance,
and so on) should be involved to provide expertise and more “rounded” perspectives. A designated core team, with
backups identified, will help maintain continuity through the process. A facilitator should manage the project, focus
resources, and maintain a timetable to assure required remedial actions are implemented.

An effective way to define and communicate responsibility and authority is by issuing a Risk Management Policy
Statement. This can include, for example:
e The organization’s philosophy towards risk and the importance of risk management to broader mandates,
objectives and strategies.
e The overall objectives and commitment to risk management of the organization.
e Specific goals and targets to achieve.

e Responsibilities for risk management

Establishing a "'game plan"

The risk management process for many commodity groups could produce a significant task list over an extended time
period and involve a wide network of people and organizations required for consultation and information sharing.
Effective planning and project management will help to keep the process on track.

21
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In planning the implementation of a risk management process, users should establish timetables and assign responsibilities
that are commensurate with the overall risk management objectives and resources available. A “task list” at the end of this
section can serve as a summary checklist for the core activities to be established.

Developing Risk Management Goals and Objectives

Risk management goals and objectives should be established to provide a direction and grounding for the program and
help drive improvement. The following are some representative examples of risk management objectives a commodity
group should establish:

e Putin place an effective, robust and sustainable risk management process in conjunction with the development of
the OFFS program.

e Assure all potential material threats are identified and documented.

¢ Continuously improve practices to measurably reduce risk.

e Develop and maintain crisis / business resumption plans to assure the organization can effectively respond to and
mitigate the impact of any significant unwanted event.

e Enhance stakeholder confidence in the safety of the industry, by including key stakeholders in a consultative
process and implementing effective risk communication strategies.

e Develop financial protection strategies that assure the entity’s viability is not threatened by any food safety related
losses.

Goals and objectives should be specific, realistic and achievable, with timelines and measurable targets established
wherever feasible.

22
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Risk Management Stakeholders

The user should develop a stakeholder profile, from a risk context, to assure stakeholder needs, concerns and issues are
appropriately considered in the risk management process. This profile will help to identify both those groups who would
benefit from information on the organizations’ risks and risk management initiatives, as well as those who would be of
value to consult on risk issues, as part of the “extended” risk management team. This qualification of stakeholders could,
consider, for example, persons or entities that:

e Have a vested financial or other tangible interest.

e Require a high level of awareness of the industry’s pertinent risk issues.

e Require ongoing reporting for compliance or corporate governance purposes.
e Can affect the risk management decisions made.

e Can influence public opinion.

Effective involvement of stakeholders will improve the quality of the risk management process. Figure 5 is a
representative list of stakeholders to be considered, but each user should develop a complete list specific to their
commodity group. A structured approach, as illustrated in Table 1, can assure each stakeholders required role in the
organization’s risk management program is carefully considered and planned.
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Representative Risk Management Stakeholders

O Individuals inside the organization, such as employees, management, senior management, and
volunteers

Producers

Customers (processors, distributors, etc.)

Delivery Agents (national, provincial, multi-commodity)

Business or commercial counterparties

Employee / Trade / Union groups

Financial institutions

Insurance organizations

0 0 0O 0O 0 0 0 DO

Government officials / Regulators, including:

0 Departments of Agriculture

0 Canadian Food Inspection Agency

0O Health Canada

O Provincial & Regional Health Authorities
Elected officials (at all levels of government) who may have an electoral or portfolio interest
Non-government organizations such as environmental groups and public interest groups
Consumers
Suppliers, service providers and contractors
Media, both as potential stakeholders and conduits of information to other stakeholders

Other individuals or groups who are “interested parties”

0O 0 0O 0O 0 0 DO

Local communities

Figure 5. Sample List of Stakeholders in Risk Management
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Over time, the mix and respective influence of a given stakeholder on risk management decision-making may change;

National OnFarm Food Safety Program — Stakeholder Review
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Stakeholder Review and Qualification
(sample)
Stakeholder Risk Relationship Involvement Required
CFlA * Regulatory High degree of
; & Itation thraughout;
« Lead agency, official recognition of | S2NSY . 4 '
on-farm food safety programs Report / advise at key
) . ) milestones.
e Technical expertise via CFIA
internal specialists.
Lenders o Y7 Bankis prime lender to Advise on initiatives and
approximately 40% of producers in | key milestones.
sector. Paotential rale in long term
+  Catastrophic loss affecting trade risk financing solutions.
would impact credit position to
lenders to sector.
Producers »  Prime constituent base High degree of
invalvement throughout.
Etc. Etc.
Etc.

Table 1. Suggested Approach to Cataloguing and Qualifying Stakeholders

hence stakeholder evaluation should be an ongoing process.
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Record keeping is important - regardless of the specific activities undertaken as part of the risk management process- to
provide evidence that the process has been systematic and effective. Systems should be in place to assure key decisions;

their rationale and supporting activities are documented. Many of the tools provided as part of this Guide were designed to

support the documentation of the risk management program, facilitate continuing monitoring and review, and to provide

future reference.

COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT ANT EVENT (DUETD )

I

FERCEIVE.
IME ORTANCEMATERTALITY

(ERFH MEDIA LOW NOT
APPLICABLE)

National On+arm Food Safety Program — Stakeholder Review

BUSINESS ENVIRONMENT RIS K§

Stakeholder Review and Qualification

(sample)

Compatitor Comp

etitors mtaringthe Cunadim marketpluce with less strinzan contrals onfood safety than
s nccrudited OFFF participant, potarcialty gai competitira fcost jadristage

Stakeholder

Risk Relationship

Involvement Required

saTyTick to commodiny.

Competitorthat is warredited oz bs lower quality of % 47 progams naeises overall food

Custonner
Expeciation

OFFE system does ot bieep up with custom T achaands for dememstratie standard of food
safety.

CFIA

On Farm Food Safety - Risk Analysis Worksheet

Regulatory

Lead agency, officiasricognition of

on-farm food safety programs
Technical experise via CFIA

High degree of
consultation throughout;
Repart / advize at key
milestones,

Tedmology Ereach or faibare of iticaltedmology

Seientific momation droducedto o
drugs, Benetically Modified Food)

BUSINESS ENVIR ONMENT RIS KS
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Advise on initiatives and
key milestones.

Patential role in long term
risk financing solutions.

High degree of
involvement throughout.

Soenario completion date:

Revized R1zk Ranking
& Criticality Date

Commert:

1

Figure 6. Examples of Risk Management Documentation
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Phase | - Task Summary

Overall: The strategic organizational and risk management context has been

established for the implementation of the process.

At the end of this phase, the following should be in place to set the groundwork for

future activities:

v

v

v

Board / senior management endorsement obtained
A policy statement has been developed and communicated

A facilitator / coordinator has been selected to oversee the risk management

process, and coordinate resources

A multidiscipline group is formed as the overall project team. A list of technical
specialists is available

A list of key stakeholders, and their required involvement has been developed
Specific goals and objectives have been established and communicated
A means of record keeping has been established

A timetable has been established for the risk management team to meet for a
structured risk identification process (Phase 2)
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Risk Identification (Phase II)

A risk cannot be effectively managed until it is identified; therefore risk identification is arguably the most important
stage of the risk management process.

Risk identification can be done via many structured methodologies, including a team-oriented brainstorming process,
research or soliciting input from recognized experts, drawing from past experiences (including examining loss
information) and even through personal observation.

Using the following “Four Quadrants of Risk” approach and the Risk Scenario Register (Addendum A) will assist in
completing this phase. This advocates a multi-disciplined team approach.

The “Four Quadrants of Risk”’

Risk can be viewed based on the source of risk, which can be divided into four quadrants: financial, process and
operational, or a business environment risk (as shown below).

This Guide is designed to be broadly applicable to any type
or category of on farm food safety risk deemed relevant by
the user. This “four quadrant” model is used as a general
basis for the initial risk identification process outlined in

* Marketplace

* Business Model

» Organizational Structure
 Strategy

* Planning

« Life Cycle

* Reputation

* Interest Rate

» Currency/Foreign
Exchange

» Commodity Pricing

+ Default

» Collateral

Financial Risks
sysiy a16ajens

this phase. In practice, each risk category will tend to have

Business specific tools, analytical processes and solution types that

Risks

are more risk-specific.
» Competitor

» Customer Expectation
* Technology Innovation
+ Stakeholder Relations
+ Political

* Legal

* Regulatory

* Human Resources

+ Knowledge Capital

* Product Development
* Supply Chain

» Compliance

+ Environmental
 Health and Safety

Business
Environment Risks
suonjesadQ/ssasoid

Figure 7. Four Quadrants of Risk
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The following process is the suggested approach to identify and prioritize potential risks. This process should be used in
conjunction with the “Risk Scenario Register”.

Internal/ .
External 5 5 "
Drivers + Risk Scenario Register

+ Brainstorming
« Industry Practice & Experience
+ Research

Create Risk Scenarios

For each,
Business Environment Threats |_dent|fy all.
Strategic likely
Process / Operations
Financial

Corrective
Action

« Peer Review

* Interviews w/

Validate that all credible scenarios 4Consulta':ion experts
have been identified 0

Consultation

For each scenario...
Agree perceived importance —p

and/or materiality

Risk Scenario
Register

Agree priorities for further
analysis

Risk Scenario (Threat/Event) 7

Figure 8. Risk Identification Process Flowsheet
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Frequently risks are expressed in terms of “scenarios”. Scenarios can be a helpful way of describing and communicating
a specific risk, enabling the source of the risk and the risk itself to be captioned.

Create Risk Scenarios

Trveats | idontity o The initial risk identification process should consider, as systematically and comprehensively as possible, the potential on-
farm food safety related threats or scenarios that are relevant to the commodity group. The “Risk Scenario Register” in
Addendum A will assist by enabling the user to draw from an inventory of sample scenarios, and round out this by

generating additional scenarios that are specific to their industry and commodity group.

COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO FERCEIVED
INE ORTANCENMATERTALITY
THREAT AND EVENT (DUETQ..)
(FIGH MEDD 20 W, 0T
APPIRCARIE)
BUSINESS ENVIRONMENT RIS K
Competibor Competitors erdering the Catadian marketplace, writh less sringait cordrols onfood safty thar

aracmedited OFFS participart potertialty guin competitire (cost)adrardaze.

Competitor that is wmacoedited orhas lowrer quality of safety programs fuTeases o emll food
safebyrick to commodity.

Cushomuer OFFS syetem does rot keep 1ap with oastomer demards for demoretratire stardard of food
Expeciation safety.
Tedmology Breach or faibare of aitical techrology ard fformation spstems .

Seierdific frewration moduced to mirdet subcequerdhy determired rot to be safi (@ 2. 1ewr
drags, Benetically Modified Food)

Techmological charuges (e £. commodity Frodaction, mordtoring systems ) irtro daces newrfood
safebyrichs .

BUSINESS ENVIRONMENT RIS S

Figure 9. Risk Scenario Register

The scenarios created in the Risk Scenario Register are organized consistent with the structure of the “Four Quadrant”
model.

31



Canadian On-Farm Food Safety

I /771E E)

AN Risk Management Planning Guide

While this list, may at first seem onerous, from a governance perspective, it is preferable that the broadest range of risks
possible be at least considered, rather than not considering, or immediately discounting a potentially serious threat.

The Risk Scenario Register in Addendum A also includes a provision to preliminarily rate the appropriate perceived
oD SR importance or materiality of each scenario. Figure 10 below suggests some typical considerations for the user to consider

Agree perceived importance
and/or materiality

in categorizing each scenario according to its importance / materiality.

Perceived Importance /

Materiality Typical Considerations

MNational/international level rammifications; Serous
impacts on stakeholder relationships; Integrity of food
supply seriously affected; lssues typically requiting high
level of continuous wigilance and control; Incident would
invok e crisis response procedures; Imminent / high
likelihoaod threat potential,

“HIGH”

COMMODITY GROUP - Risk Scenaric Register Primarily Provincial or Regional level issue; Serous
SMEDIUM” concern to some key stakeholdars, Integrity of food

o s e S supply in question; Moderate likelihood of threat
e - potential, ar higher likelihood of less material threats.
N e 4|

Local level issue; Affacts primarily a single Producer,
“Low” Broader confidence in food supply not guestioned;
S, o Patentially high frequency, but low impact incidents.

‘BUSINESS ENVIR ONMENT RISKS

Figure 10. Risk Scenarios — Assigning Importance and / or Materiality

32



/&’fr;?{;ff:&\ Canadian On-Farm Food Safety
AR

Risk Management Planning Guide

The effectiveness and quality of risk identification process are significantly enhanced in a team setting. Having a team of
multi-disciplined individuals from within the organization, can stimulate thinking on a broader basis, hence improve the
overall completeness and quality of the scenarios listed. Teams may also benefit from using a facilitator to help assure the
process is objective and complete.

Once these risk scenarios have been identified and initial priorities set, those deemed as most material can be evaluated

Agree priorities for further
and analyzed in detail (see risk assessment - next section).

[eete During this initial identification process, if an item or risk issue warrants immediate action (e.g. a serious non-compliance,

Action
Required

imminent hazard, etc.), appropriate measures should be implemented as soon as practical.

In subsequent stages, more detailed analysis will “drill down” to better understand critical risks and develop strategies for
risk improvement.
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Phase 2 Task Summary

Overall: This phase initially identifies the broad spectrum of risks faced by the

organization.

Key tool - Risk Scenario Register

At the end of this Phase the following should be completed:

v" Stakeholder qualification has been conducted and refined through dialogue

v" A multi-disciplinary group has met and established and documented all risk
scenarios for the commodity group (using the Risk Scenario Register). Technical
specialists and key stakeholders provided input.

v' Corrective actions have been assigned for any risks / issues that are of immediate
concern

v Risks judged to have the highest materiality are prioritized for further assessment,
risk treatment and implementation in the next phase

v' A timeline for Phase 3 is established
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Risk Assessment (Phase Ill)

Measuring risk is inherently difficult. The broad range of threats associated with all of the commaodity groups participating

/—\ w ”fjif,'?'77‘ in the OFFS program, have no objective sources of data to reliably predict any event or its frequency. In the absence of

@/ objective data, this Guide suggests using a deductive approach; an empirical one which takes advantage of the calculated
opinions and expertise of people working in the relevant operational and risk environment.

Phase Il

This phase of the process makes extensive use of the Risk Analysis Worksheet (Addendum B) as the primary mechanism

of facilitating a systematic, organized, and well documented approach for each scenario.

On Farm Food Safety - Risk Analysis Worksheet

Figure 11. Risk Analysis Worksheet

The following is a suggested process to measure the relative significance of the most material risk scenarios established
during the initial risk identification phase (Phase II). This and subsequent process diagrams illustrate the various steps the
user is recommended to follow. Each step will generate notes, decisions and data, to be deposited into the Risk Analysis
Worksheets. Separate worksheets should be created for each scenario to be analyzed.
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For Each Scenario... |

— e e e e e Identify Potential
I_ Causes

I Describe Potential
Consequences

1
|
|
1
! 1
| 1 Do the
controls
1 1 —_ Identify Controls in effectively
1 1 r Place adrci';(le(ss
1 1 \ scenario?
]
| 1
] 1 1 Assign Risk Ranking Ranking
I 1 1 Likelihood Impact Criterla
1 \ Evaluate for
I potential
1 ‘ 1 1 improvement
I \ of existing
1 1 1 controls
1 1 |
| 1 1
| 1 -
|| \ I I Assign ' Tolz:'sa':\ce I
| \ 1 1 Criticality CHieoE I
! \ v I
[ 1 | | \
I ! ! !
t P
1 1 1 Risk Ranking Criticality 1
‘ |
1 ! Likelihood  Impact Resulting
1 1 Risk I
| I
: Effecti Risk
feotenzial Confr‘;;:ein Im pm\llsement I
Consequences Place Opportunities I
|
1
|
|

L S ——
Figure 12. Risk Assessment Process Flowsheet



Identify Potential
Causes

Describe Potential
Consequences

Identify Controls in
Place

Aﬁ‘«%&%g?\ Canadian On-Farm Food Safety
AT

Causes of Potential Losses

Risk Management Planning Guide

For each risk scenario developed, the potential underlying causes should be identified. A particular risk scenario can result
from a number of causes (for example, gaps in the program caused by inefficiency or delay in implementation, lack of
training, insufficient resources, and so on). Measures to reduce risk are typically aligned as cause-specific; therefore, all
possible potential loss sources should be identified to assure broad, integrated risk treatment strategies are subsequently
developed.

Consequences of Potential Losses

Describing the consequences of each scenario is also helpful to assure the full range of risk treatments are considered and
subsequently developed. This is particularly important for post-loss mitigation strategies such as crisis and contingency
plans, and risk financing programs.

The range of consequences for each scenario can be described in terms of, for example:

e The extent to which a particular event could impact overall safety of the food supply.

e The potential for illnesses or death to occur.

e How stakeholder relationships could be negatively impacted.

e The resulting financial loss (to the industry, trade, producers, national and provincial associations, etc.).
e Environmental consequences.

e  Community impacts.

e Erosion of reputation, and product safety goodwill.

Controls in Place

The existing control mechanisms that are in place and designed to prevent, monitor or respond to the risk should be
identified and catalogued. These controls could be administrative / financial, physical or procedural in nature. See Table
4 page 46.

37



Do the
controls
effectively

address
risk
scenario?

Assign Risk Ranking

Likelihood Impact

Canadian On-Farm Food Safety

Risk Management Planning Guide

The next section of the Guide addresses the concept of having a complete “system” of controls and how to develop action
plans for additional risk reduction measures that may be needed. However, when evaluating the existing controls,
potential gaps in current systems should be noted for subsequent further improvement. A “gap” could mean there is
simply no control in place, or that existing controls fall short of fully addressing the potential risk. For example, do the
controls address the full range of potential causes? Are they reliable and expected to fully perform as intended? Are
responsibilities for the controls fully assigned and understood? Scrutinizing and challenging current controls can often
lead to incremental, but important, improvements that should be included in remedial action plans.

Risk Quantification — Ranking Using A Deductive Empirical Approach

As suggested in the introduction to this section, measuring risk is inherently difficult, and in the absence of objective data

a subjective, more deductive approach, with the aid of empirical measurement criteria, is proposed. For both likelihood
and impact parameters, a “5 point” qualitative scale is suggested with “5” representing a relatively high likelihood /
impact and “1” being relatively low. The scales should be based on a consistent set of criteria, established by the user,
with each given a numerical value. The number allocated to each description does not have to bear an accurate
relationship to the actual magnitude of consequences or likelihood. The objective is to consistently rank risks to establish

priorities rather than suggest absolute values for risk (as is attempted in true quantitative analysis).

Given that risk is the combination of the likelihood of an unwanted event occurring and its resulting impacts, in trying to
“measure” the potential risk a scenario represents, it is helpful to consider each of these two parameters individually. The
following outlines the recommended approach.

Likelihood Criteria

The “likelihood” of a particular event occurring is particularly challenging to quantify. It is logical; however, to assume
the likelihood of a loss occurring correlates closely to the inherent hazard or threat that is, or may be present, and the
quality of the controls in place (or the ability to exert control over the hazard). As hazards are introduced, the likelihood a
loss occurring will increase. If controls intended / needed to address the hazard are inadequate, it also follows the
likelihood of a loss will occur. This relationship is illustrated in Figure 13 as follows.
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Figure 13. Likelihood — The Link with Threats and Controls
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Based on this concept, the following is a suggested framework that can be used to develop criteria to rank the relative
likelihood of each risk scenario:

LIKELIHOOD DESCRIPTION CONSIDER
5. “Frequent” High frequency of loss likely (assume the )
event has a high likelihood occurring within Degree of inherent threat.

current planning horizon.)

The extent to which factors that could cause

iteri 4. “Probable” i .

A set of criteria that robable Moderate to high frequency or contribute to a loss are present (i.e. not
define the relative present, present on an intermittent basis,
likelihood of each 3. “Occasional” Moderate frequency of occurring within always present).
scenario should be current planning horizon.

The importance that controls are in place and
developed and used offective
consistently 2. “Remote Low to moderate frequency

How complete and robust the existing control

1. “Improbable” Low to very low frequency (assume the event | systems (administrative / financial,
is unlikely to ever occur). procedural, physical) are.

Table 2. Suggested Framework for Developing “Likelihood” Criteria.

Again, this approach is a suggested guideline and some users may determine that more (e.g. 10) or fewer (e.g. 3)
categories better suit their needs. Regardless of the number of categories used, definitions for likelihood should be
developed as a standard frame of reference for all involved in the commodity group’s risk management process, and be
used consistently throughout the risk assessment stage.
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Impact Criteria

As with “likelihood”, users are encouraged to develop a standard set of criteria by which to define degrees of impact for
each scenario to be evaluated. A series of definitions, each assigned a ranking number, should be established to measure
the relative impacts of the various potential risk scenarios. Again, a scale of "1 to 5" is suggested.

In developing the criteria it is important to consider the broad range of potential impacts that could result from a given
scenario. For example, a very serious food safety event could result in:

e Illness (or in a worst case death) to multiple consumers

e Litigation by those directly affected

e Direct and immediate financial impacts as products are recalled

e Trade impacts, pending satisfactory resolution

¢ Significant negative media attention on a national / international scale

e Lost public confidence in the safety of the commodity, and so on.

Table 3 illustrates a framework for how users would develop definitions to describe the various levels of impacts each
scenario could be rated against.
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IMPACT SCALE

DESCRIPTION

CONSIDER
(IMPACT ON)

5. Catastrophic

4. Very Serious

3. Serious

2. Minor

1. Light

National/International level rammifications; Serious impacts on
stakeholder relationships; Integrity of food supply seriously
affected; Issues typically requiring high level of continuous
vigilance and control; Incident would invoke crisis response
procedures

Primarily Provincial or Regional level issue; Serious concern to
some key stakeholders; Integrity of food supply in question.

Local level issue; Affects primarily a single Producer; Broader
confidence in food supply not questioned.

Integrity of the food supply
Number of illnesses, deaths
Stakeholder relations
Financial loss

Environmental consequences
Community impact

Reputation

Table 3. Suggested Framework for Developing “Impact” Criteria.

The use of these empirical scales enables those involved in making decisions about risk to prioritize the extent of further

analysis and decisions about risk improvements, based upon the relative materiality of each scenario.
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Risk "Mapping"

Risk mapping is a simple graphical technique that users of this guide may find effective in communicating the collective
set of risk scenarios that have been considered. Once risks have been ranked using the likelihood and impact scales

developed, they can be represented pictorially on a "map" or grid as shown below (note: each circled number represents
one scenario).

Scenarios

Using risk maps to @ Auditor Error
graphically Broken Needles
represent the

Unexpected

closure of
provincial
delivery agent

relative ranking of
risk scenarios

Increasing Impact

Increasing Likelihood o

Figure 14. Typical Risk Map
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The resulting risk rankings are plotted on the grid using likelihood and impact as coordinates as illustrated on figure 14.
Risk mapping can be an effective tool in presenting and communicating the findings of risk assessment work. Risk maps
enable all of the organization's risk scenarios to be illustrated, relative to each other, on a single exhibit, with clear
delineation of importance (i.e., the most significant risks being those rated as being high likelihood / high impact).

Risk “Tolerance”

In ranking the relative materiality of risk scenarios, at some point decisions need to be made as to what delineates a risk as
being “acceptable” versus “unacceptable”.

Stratifying the risk scenarios supports decision-making by helping focus subsequent efforts and resources on the most
significant risk issues. As illustrated below, depending upon their relative rankings, risk scenarios could be categorized as
(for example) "critical", "important", and "consider". Each user organization must determine the relative "shape" of these
bands, hence the relative importance of each scenario. For example, in figure 15a an organization may have a bias
towards high impact scenarios in judging criticality. In this case, risk scenarios that represent very serious impact potential
can still be deemed “critical”, regardless of low likelihood - even with good control systems in place.

@ ~
() ()
£ E () g (1)
¥ 8 ®
g B ae 2 o]
g g Critical - § Critical -
: :
2 2 2
Consider - Consider - Consider - ‘
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
Increasing Likelihood —» Increasing Likelihood _» Increasing Likelihood —»
Fig. 15a - “Impact” Criteria Bias Fig. 15b - Balanced Fig. 15c - Likelihood Bias

Figure 15. Examples of Categorizing Risk Scenario Criticality
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Risk Treatment Strategies

Once risks have been quantified and prioritized, the appropriate treatment strategies need to be determined, using the
process suggested in the following visual:

| For Each Scenario...

Critical

Important

c i

Prevent
Detect
Respond

4

Develop Risk Improvement
Alternatives
(new / improved controls)

Consider:
+ Administrative
+ Physical

* Procedural

A 4
Determine Risk
Improvement Priority
< Compare Risk
V. High | High | Moderatel Low Criticality & Ability
to Improve

|
|
|
|
|
|
|
|
|
| \
1
|
}
h 4

Risk Improvement
Priority
(V.High, High, Mod, Low)

Risk Improvement
Opportunities

Figure 16. Process to Develop Risk Treatment Strategies
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Risk Mitigation & Control — A “Systems” Approach.

As risk scenarios are ranked and the systems needed to effectively manage the risks are identified, the team will begin to
develop a list of risk treatment alternatives to be considered. This should start with “critical” scenarios then move to those
that are “important” and eventually to “consider”.

On-farm food safety risk issues can be complex, challenging to control, and represent a very significant loss potential.
Even a minor breakdown or lapse in procedures can result in a significant unwanted incident. As a result, it’s important
that an effective “system” of risk controls be in place that:

e First and foremost, work to prevent a potential loss

e Assure awareness mechanisms are in place to detect and alert on the emergence of the incident, and

e When losses happen, adequate response mechanisms will effectively contain and mitigate losses to the extent
possible.

Control measures can be categorized as either administrative / financial, physical and operational in nature.
Administrative controls include practices, standards and procedures along with adequate allocation of resources and
delegation of responsibility for implementation. Physical controls include design features of facilities and equipment and
other devices to reduce the frequency and severity of losses. Operational controls include procedures, training and
validation processes. Table 4 illustrates this “systems” approach by listing some representative types of risk management
controls in a simple matrix. This type of matrix can be very helpful in verifying that the full range of required controls are
in place and effective. Where significant gaps are identified, they should be noted as opportunities for remedial action.
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Prevention

Detection / Awareness

Response

Financial/Administrative

Policies
Contractual agreements
Program funding

e Audits and other
proactive validation.

Financial transfer and
risk treatment.
Insurance policies
Contractual agreements

Physical Facilities constructed to e Technological Facility design and
appropriate standards monitoring construction.
equipment.
Operational HACCP - based procedures. e Testing and Crisis management
Communiqués and sampling plans

Newsletters
Inoculation
Preventive maintenance

Determine Risk
Improvement Priority

V. High [ High [Moderata[ Low

Table 4. Representative Risk Treatment Mechanisms

Establishing Priorities for Risk Improvement

As outlined in Section 4 — Risk Management Process, establishing priorities for improvement via additional risk treatment

is challenging and will be driven in part by the organization’s risk philosophy. Day to day, however, logical and
defensible decisions on risk management initiatives need to be made to seek the greatest return of risk improvement that

can be realistically achieved for the investments (both time and financial).

As noted, in ranking the risk scenarios, they should be tiered based on their criticality (i.e. “critical”, “important”, and
“consider”). This type of classification can provide important direction for risk treatment decision making. Table 5
outlines a simple model to assist the user in establishing priorities for risk treatment. This model considers the degree of

improvement achieved by the specific treatment, and the ability to implement the improvement. “Ability to implement” is

subjective, and the user should factor in costs, complexity, timeframes, etc. to decide if the improvement is relatively
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“Difficult”, “Moderate”, or “Easy” to implement. Using this relationship, Table 5 provides direction for establishing
priorities for individual improvement measures, from “Very Low” to “Very High”.

(Resulting)

DEGREE OF RISK ABILITY TO IMPLEMENT THE

IMPROVEMENT IMPROVEMENT
From To Difficult | Moderate Easy
Critical "Consider" Medium High Very High

"Important” Medium | Medium RV Aglle]y

"Critical” Low Medium High

Important "Consider" Medium | Medium High

"Important” Low Low Medium

Consider "Consider" | Very Low Low Medium

Table 5. Establishing Risk Improvement Priorities
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Example of Using the Model in Table 5

A particular risk scenario was ranked as Impact = “5”, and
Likelihood = “3” and deemed by the team to be a “Critical”
risk. The team felt expanding the organizations crisis
management capabilities would significantly improve the
response and incident mitigation at an early stage. With a
more effective crisis plan, and trained people in place, the team
felt the resulting Impact ranking would improve to “3”,
shifting the risk from “Critical” to “Important”. While
improving the crisis plan would take time and add to the
responsibilities of some key individuals, incremental costs
would not be high. In addition, the team felt strongly the
improved crisis response capabilities would have broader
collateral benefits hence should be done regardless. They
judged the ability to implement to be “Easy”. The result, using
Table 5, was this was tabled as a “Very High” priority.

Canadian On-Farm Food Safety
Risk Management Planning Guide

Critical -

Important -

Consider -

Increasing Likelihood_»

Increasing Impact e

(Resulting) ABILITY TO IMPLEMENT THE
DEGREE OF RISK IMPROVEMENT
IMPROVEMENT
e ——
From To Difficult Moderate Easy )
..
(Critical | ¢ " Medium High ery Hiig
N
( "Important” _J " Viedium Me% @
"Critical" Low Medium High
Important "Consider” Medium Medium High
"Important” Low Low Medium
Consider "Consider" Very Low Low Medium
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Implementation — Effecting Change

The following is a suggested process to facilitate the planning and execution of the risk improvements to be made:

| For Each ldentified Risk Improvement Opportunity...

Very High

Medium

Develop specific
action items

Resources/Timeframe

Resp. Cons. Inform By When

Action Item Resp Cons Inform By When

Figure 17. Planning and Implementing Risk Improvements Flowsheet

Canadian On-Farm Food Safety
Risk Management Planning Guide
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When developing and implementing risk improvement action plans, it is logical to prioritize by those ranked as “Very
High”, and progress through “High”, “Medium, and so on. A disciplined project management approach assures for each

identified risk treatment, a series of practical and effective tasks to complete are identified, prioritized and responsibilities
and timelines for each are laid out. Provisions to catalogue this process are included in the Risk Analysis Worksheet
template.

In addition to the person(s) specifically assigned for completion of the task, consideration should also be given as to the
additional expertise or resources to be consulted in completing each task, and also to which stakeholders should be

informed of certain aspects during the process. Documenting the following elements of the action plan will help ensure
appropriate responsibilities are delineated and an achievable timeframe is set:

Responsibility - The individual assigned to oversee the action plan, and ensure its completion.

Consulting - Those stakeholders that should be consulted, or their input is needed, prior to or during implementation
of the action plan.

Informing - Those individuals (internally or externally) that need to be informed of the developments.

By When - The timeframe or required date of completion of the action item.
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Monitoring & Reporting

The following is a suggested process to facilitate the monitoring of the risk improvement process as well as the risk
environment on an ongoing basis.

For Each Action Item... For Each Scenario...

Identify recommended review date

Monitor progress

Review
against action plan A

A

Changing circumstances

Risk controls being implemented
and are effective

Revise Risk
Ranking &
Criticality

* New Issues

« Trends

« Stakeholders
concerns

« Insights &
experience

No

Has Risk
Environment
Changed?

€ m = - —

R |

Re-evaluate Risk

'

Update
Risk Register

Risk Ranking Criticality

Recommended
i Review Date
Likelihood  Impact Re;“':"g
is|

Status

Figure 18 — Monitoring & Reporting
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Monitoring of Progress & Performance

At the outset, goals and objectives were established for the risk management process. These should provide a high level
check against which the progress and results generated by the initiatives can be measured.

The risk management program coordinator should specifically establish mechanisms to manage and monitor the
implementation of risk improvement initiatives. As items are completed, the relative effect on risk improvement can be
documented and tracked where remedial measures positively impact risk rankings. The Risk Analysis Worksheet provides
for capturing file notes on modifications to risk rankings.

The coordinator should develop a regular reporting regime and other mechanisms for feedback on progress to the Board,
senior management, and selective stakeholders.

The team may decide that a particular item should be revisited formally on a prescribed basis. These milestones should
also be captured as action items on the Risk Analysis Worksheet.

The Changing Risk Environment

Few risks remain static. The risk management team should monitor the risk environment for evolving issues and changing
circumstances, such as, for example:

e Change in the environment in which operations take place, such as a change in regulations

e Factors exposed to loss (i.e. health, property, income, the environment)

e Hazard / risk potentially causing the loss, such as natural, economic, technical and human effects
e The acceptability of risk (function of needs, issues, concerns)

e Stakeholders

e New technology

e Incidents within and beyond the industry that can provide valuable insights.
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Shifts in these or other elements can mean the associated risks have changed. This should trigger a review and re-
evaluation of how risk control systems can deal with the changing risk profile. Again, the Risk Analysis Worksheet
provides for capturing notes on modifications, changes in risk rankings, etc.
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Phase 3 Task Summary

Overall: The risks initially flagged as being the most significant have been analyzed in terms of their likelihood
and impact, and risk treatment action plans developed. Further analysis of all risks is a planned and ongoing
process.

Tools: Flowsheets for Risk Assessment; Risk Treatment Strategies; and Implementation. Risk Analysis
Worksheet.

To successfully complete this phase, the group has:

v “Drilled down” on all risks of perceived high materiality, as identified in Phase 2. Assistance was obtained
from technical specialists and key stakeholders. All causes, consequences and controls, and the relative
likelihood and impact of each risk scenario was established, leading to decisions regarding their criticality to
the organization.

v The detailed evaluation process has been fully documented using Risk Analysis Worksheets.

v" Communications with key stakeholders has commenced in terms of action plans, and awareness of issues.

v' Risk treatment alternatives have been developed and prioritized.

v" Action plans are established for implementation of risk improvement initiatives. Resources and timelines
have been assigned to each action item.

v A process to manage and monitor the implementation of risk improvements is in place. Documentation,
including revisions to risk rankings, is kept up to date.

v A regular reporting regime to The Board, senior management, and key stakeholders is in place.

v A system to assure the risk environment is continuously monitored is in effect.
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6. The Path to Successful Risk Management
Few risks remain static and factors that can affect the likelihood and impact of a particular event can change at any time.
Therefore, risk management must be a continuous process, having sustained commitment, to produce the desired long-

term results.

The risk management process is strategic and works alongside existing programs and processes. It is also an important
support platform for governance for all organizations involved in directing on farm food safety programs.

A structured risk management process helps assure that the full range of risks has been identified, and prioritizes efforts to

deal with them based on risk improvement. This process, as outlined in this Guide, should be proactive, collaborative,
and have a high degree of communication and sharing of best practices to reap the maximum benefits.
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To ensure long-term success the following are considered essential:

v Continuing Board / senior management commitment to the risk management process.
Over time, ensuring that risk management is an integral part of the overall planning and
strategy of the organization.

v Updating the policies, goals and objectives as needed.

v" Succession planning to assure continuity of the risk management process and functional
responsibilities.

v' Ensuring that appropriate time, resources and expertise continue to be allocated to
risk management.

v" Ongoing discipline in executing the process, from risk identification through to
treatment and monitoring.

v" Maintaining documentation
v Communication of successes. Positive and measurable results will help drive change.

v Adapting to changes in the risk environment (scientific developments, shifts in
stakeholder perception, new regulations etc.)

Through use of this structured process the path to development and implementation of
risk management strategies will be rewarding and successful.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

BUSINESS ENVIRONMENT RISKS

Competitor Competitors entering the Canadian marketplace, with less stringent controls on food safety than
an accredited OFFS participant, potentially gain competitive (cost) advantage.
Competitor that is unaccredited or has lower quality of safety programs increases overall food
safety risk to commodity.

Customer OFFS system does not keep up with customer demands for demonstrative standard of food

Expectation safety.

Technology Breach or failure of critical technology and information systems.

Innovation

Scientific innovation introduced to market subsequently determined not to be safe (e.g. new
drugs, Genetically Modified Food)

Technological changes (e.g. commodity production, monitoring systems) introduce new food
safety risks.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

BUSINESS ENVIRONMENT RISKS

Resource Failure to adequately resource for future growth and stakeholder expectations of OFFS.
Allocation
Stakeholder Decline in stakeholder confidence in the OFFS system, threatens the ability to fully execute
Relations strategic plan.
Capital Insufficient funding to fully implement OFFS systems and programs.
Availability
Insufficient funding and resources to implement the Commodity Group Risk Management
process (national/provincial/local level)

COFFS Risk Scenario Register.doc




COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

BUSINESS ENVIRONMENT RISKS

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Political

Government action in a key export market segment, introduces barriers or cessation of trade due
to perceived concerns over safety of Canadian industry/commodity.

Domestic regulator curtails or interferes with market, due to perceived concerns over food safety.

Changes in government(s) shifts policy and reduces level of support for OFFS initiatives.

Legal

Changes to Trade Agreements affect OFFS programs (standards, economics).

Evolving court precedents “raise the bar” of safety and quality standards.

Class action suit (e.g. claims of long-term health issues due to products, medications in food,
etc.)

Regulatory

Jurisdictions introduce bans on key medications or feed product due to concerns over public
safety (potentially alternate products are not as effective).

Regulators introduce changes to marketplace, which reduces the ability of the entity to control
food safety program implementation.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

BUSINESS ENVIRONMENT RISKS

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Social/Cultural

Consumer trends negatively affect perceptions and demand for commodity.

Natural Disaster

Natural disaster (e.g. icestorm, earthquake) or environmental incident (e.g. airborne
contaminates, water supply) creates significant regional impacts, subsequently affecting the
reliability and integrity of food safety systems.

Environmental incident (e.g. airborne contaminates, water supply) creates significant regional
impacts, and subsequently affect the reliability and integrity of food safety systems.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO PERCEIVED
IMPORTANCE/MATERIALITY
THREAT AND EVENT (DUE 10 ...)
(HIGH, MEDIUM, LOW, NOT
APPLICABLE)
STRATEGIC RISKS
Marketplace Failure to monitor, and stay in touch with consumer food safety expectations, results in obsolete

food safety strategies and systems.

Business Model

OFFS program costs exceed perceived value, thereby diminishing Producer support.

Insufficient or ineffective information (e.g. the effectiveness of OFFS programs) drives less than
optimal strategic decisions.

Organizational Organization’s size, structure and resources available threatens ability to effectively implement

Structure OFFS.
The commodity group’s organizational structure and delineation of responsibility
(National/Provincial) impedes the effective ability to achieve OFFS program objectives and
manage food safety risks.

Measurement Wrong or ineffective performance measures lead to inaccurate views on actual level of food

safety.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO PERCEIVED
IMPORTANCE/MATERIALITY
THREAT AND EVENT (DUE TO ...)
(HIGH, MEDIUM, LOW, NOT
APPLICABLE)
STRATEGIC RISKS
Resource Inadequate allocation of resources to OFFS and Risk Management programs preclude the
Allocation commodity group from establishing and sustaining the expected stakeholder returns.
Planning Planning process fails to obtain the full and relevant input from all stakeholders, thus potentially
leaving gaps in Food Safety and Risk Management systems (e.g. failure to identify critical
threat).
Life Cycle Lack of relevant and reliable information to manage and monitor the evolution of the full life
cycle of OFFS issues.
Reputation Willful or inadvertent misuse of brands and trademarks, potentially leads to misrepresentation of
product (i.e. with respect to safety)
Food safety assertions, branding, certification marks, etc. negatively affected (e.g. by unfounded
/ unsubstantiated allegations of food safety, actions by special interest group).
Integrity of food safety related programs is eroded by misrepresentation or sensationalist
reporting by the media.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO PERCEIVED
IMPORTANCE/MATERIALITY
THREAT AND EVENT (DUE 10 ...)
(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

PROCESS/OPERATIONS RISKS — GENERAL

* Note: the category of Process/Operations Risks is segmented into three categories — those that are “General” and relevant to any Commodity Group, and
those that specifically pertain to “Animal/Livestock” commodities, and “Horticulture” commodities.

Human Resources | Failure to attract and retain personnel (e.g. scientists, validators, farm workers, etc.) with
adequate skills and qualifications to develop, implement or maintain OFFS programs.

Knowledge Lack of knowledge of and/or experience of National Organizations in designing and
Capital implementing OFFS Process (due to ).

Lack of knowledge and/or experience of Delivery Agent in implementing OFFS process (due to

)

Lack of knowledge and/or experience of on-farm auditors in OFFS process (due to ).

Lack of knowledge and/or experience of Producers in implementing OFFS process (due to

)

On-farm auditor decision is in disagreement with the farmer, leads to legal action.

Product tainted by improper use of chemicals.

A contaminant is detected, however the product is not withdrawn from the market in a timely
fashion due to lack of procedures/training.

A contaminant is found in the food, however can not be traced back to a particular farm (e.g.
GMP paperwork is available at the farm, but does not match current practices)

Contaminated product in the marketplace with lack of traceability, paperwork as per current
practices for traceability

MARSH
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Knowledge
Capital
Product Product priced at uncompetitive levels due to incremental costs of OFFS program.
Development
Products are introduced to the market by non-participating entities, and are marketed as safer,
thus diminishing the importance of OFFS program.
Efficiency Inefficiency in implementing OFFS programs leads to gaps in the program.
Inefficiency in implementing OFFS lead to unacceptable increased cost of the program.
Capacity Low participation rate by producers increases the per-participant costs of the program.

OFFS program cannot be implemented as quickly and comprehensively enough to meet
stakeholder expectations.

Performance Gap

System performance is substandard due to gaps in design of practices (results in lower quality
product and potential food safety issues).
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Performance Gap

Cycle Time Additional activities associated with food safety systems threaten the ability to produce quality
products in a timely manner (Canadian or export market).

Sourcing Limitations on sourcing key raw materials threaten the ability to produce product; substitutes
create a food safety issue.
A key supply is no longer available (i.e. banned, source no longer produces).

Supply Chain Poorly performing distribution channels threaten the delivery of product (e.g. trucking strike),

hence “shelf life” related food safety issues result.

Delay in shipments/transportation results in a back-up of the supply chain and threatens food
safety.

Inability of Processor to accept product, results in back-up of the supply chain and threatens food
safety.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED

IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Partnering

Industry Partners (e.g. another association) not at the same quality of food safety, decreases the
ability to fulfil food safety objectives.

Failure to leverage knowledge within the industry, of procedures and best practices, results in a
gap in food safety knowledge, or processes.

Compliance

OFFS program is not fully aligned with customer requirements/needs related to food safety.

OFFS program is not fully aligned with laws and regulations pertaining to food safety.

OFFS program does not adequately adjust to changing requirements (i.e. customer, regulatory).

Business
Interruption

Loss of critical systems (i.e. power, water supply to a Region) threatens food safety.

Loss of suppliers of key raw materials results in need to find substitutions — potentially with
increased food safety risk.

Loss of computer systems or data at a National/Provincial level creates key food safety
information gaps.

Product/Service
Failure

Product liability due to unsafe food claims threatens market share and reputation of the
comodity/OFFS program.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Product/Service
Failure

Environmental

Perception of food safety compromised, if hazardous waste found at a Producer site.

Use of particular chemical/fertilizer/feed at farms throughout the country revealed to be
environmentally harmful, due to newly available research.

Lack of procedures for waste disposal (at farms), results in widespread contamination of
farms/water supplies.

Water contamination by pesticides, herbicides, manure, etc.

Health and Safety

Lack of effective procedures for farm workers results in a health and safety issue (physical
injuries, inhalation of chemicals) and brings effectiveness of programs into question.

Piece of equipment, widely used by industry, causes illness/injury/death to worker, and brings
effectiveness of programs into question.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Leadership

Ineffective direction as pertaining to food safety (e.g. dissemination of information).

Lack of feedback/communication/credibility with various stakeholders, leads to regulatory/food
safety/perceptual issues of industry handling of food safety related items.

Unauthorized decisions/actions leads to food safety crisis.

Authority/Limit

Entity acts outside their boundaries, resulting in greater food safety risk to the public, and
subsequent action against leadership.

Entity fails to act which results in greater food safety risk to the public, and subsequent actions
against leadership.

Outsourcing

Key service provider does not adhere to agreed standards for food safety, resulting in a food
safety issue.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Performance Incentive for producers to follow OFFS does not offset production demands, hence compromises
Incentive result in operations inconsistent with OFFS objectives.
Change Readiness | Resistance to implementing OFFS programs results in not keeping up with marketplace demands
for food safety.
Adequate tools are not available to assist Producers and other Stakeholders in changing at the
pace needed to adopt OFFS programs.
Communication Ineffective communication of programs established leads to inconsistent implementation.
Ineffective communication to key stakeholders exacerbates a food safety related crisis situation.
Information Information/data collected is inaccurate/misleading and leads to incorrect decision making (food
Relevance safety related).
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Information Inadequate system access controls results in invalid (food safety) data being entered/collected.
Integrity , : , , : — , ,
Inadequate information leads to incorrect/ineffective decisions made (e.g. dated information).
Poor system integrity and backup results in the loss of key food safety related information.
Information Unauthorized access to information results in disclosure of confidential or sensitive food safety
Access related information.
Unauthorized access to information and tampering leads to inaccurate/misleading information
being disclosed, or used as a basis for decision making.
Information Information system failure results in lack of system access during problematic time.
Availability

Loss of critical food safety-related information due to physical disruption to systems (i.e. cut
cables, telephone system outage, fire, flood, electrical outage) with short-term disruption in
information systems.

Loss of critical food safety-related information due to physical disruption to systems (without a
contingency plan) with long term disruption in information systems.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Information Lack of integration of information management strategies, with strategic implementation of

Infrastructure OFFS programs.

Management Misrepresentation of entities’ capabilities to effectively implement food safety (OFFS)
initiatives.

Employee/Third Fraudulent activities by employees, customers, suppliers, agents for personal gain (e.g. financial

Party Fraud or information) exposes the entity to loss. Fraudulent activity may directly impact food safety,
and or perception of food safety due to lack of controls.

Illegal Acts Illegal acts within the organization, or key stakeholders leads to loss of customers, public

confidence, or reputation; indirect perceptual impact on food safety.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Unauthorized Use

Use of assets (including intellectual property) for unethical purposes potentially compromises

integrity of programs.

Confidential information is compromised, resulting in loss of competitive advantage for
marketing.

Reputation

Reputation of the OFFS program is damaged due to (for example):

e Systematic failures
e Lack of improvement in overall OFFS
e Media misreporting or sensationalism

Reputation of the Commodity Group is damaged due to a major incident affecting another
commodity group.

Product Service
Pricing

Pricing models do not fully include the costs/resources needed to implement effective OFFS
systems.

Contractual
Commitment

Contracted commitments impede the ability to effect OFFS procedures properly.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — GENERAL

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Measurement/ Measurements used from a business perspective misaligned with measurements for continuous
Alignment improvement (OFFS, Risk Management).

Budget and Budget/resources allocated are insufficient to assure effective implementation and maintenance
Planning of OFFS programs.

Accounting Inability of financial accounting, or other economic measures to delineate customer food
Information quality/safety objectives.

Financial Mistaken or inappropriate financial reports affect the reputation of the industry and indirectly,
Reporting food safety/OFFS reputation and public confidence.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

PROCESS/OPERATIONS RISKS — ANIMAL / LIVESTOCK SPECIFIC

Knowledge
Capital/

Business
Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

Known disease, virus, etc. enters the Canadian market (i.e. having previous affected trade in
other jurisdictions).

Known disease at farm (which impacts farm level production).

Product contaminated with veterinary drug residues exceeding Health Canada’s tolerances (e.g.
producer uses wrong product, incorrect withdrawal time, extra-off label medication without
prescription) sold to consumers.

Product contaminated with antimicrobial resistant pathogens, which are traced back to the use of
antibiotics by Producer (e.g. Improper use of antimicrobials at the farm level, or antimicrobial
resistance develops).

Bio-terrorism — A radical group introduces a contaminant into the product.

Product contaminated with other chemicals (other than medication), such as heavy metals or
dioxins, due to (for exampl):

e Contaminated feed
e Contaminated water

e  Willful tampering

Broken medication needle discovered (i.e. by Processor, consumer).

Product contaminated with pathogens (e.g. salmonella).

Contamination scenario at farm which was not identified as a potential risk by the OFFS
program.

Contamination found in product, despite Producers following OFFS procedures (e.g. due to
Processor, or consumer handling).
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS — ANIMAL / LIVESTOCK SPECIFIC

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Knowledge
Capital/

Business
Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

A new disease in Canada affects livestock, with disease or biosecurity measures not anticipated
by OFFS.

Inspection/quality sampling failure at Processor.

Mixture of incompatible products, due to not following Procedures.
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

THREAT AND EVENT (DUE 10 ...)

SCENARIO

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

PROCESS/OPERATIONS RISKS — ANIMAL / LIVESTOCK SPECIFIC

Feed

By products in feed.

By-Products

Secondary products (rendering).
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS - HORTICULTURE

PERCEIVED

IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Knowledge
Capital/

Business
Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

Contaminated site used for crops (e.g. due to lack of knowledge of site history).

Contamination of site/product from feces, due to wide animal and livestock access to site

Contamination of product/site, due to manure application too close to harvesting season

Contamination of product/site, due to drainage/run-off from adjacent properties.

Contamination of product with a pesticide which is not registered, due to change in pesticide
(registration not consulted).

Contamination of product with chemical or other residue from environmental/airborne
contaminants.

Contamination of water; post harvest water is reintroduced into the water supply.

Contamination due to improper drainage/storage of waste.

Irrigation water contaminated with undetected coliforms.

Pathogens absorbed into produce during washing or other processing.

Contamination due to improper handling or improper labeling of chemical.

Harvesting equipment improperly or not cleaned (i.e. not rinsed/sanitized) and contaminates
product.

Improper (excessive) amount of fertilizer introduced to produce due to lack of calibration of
equipment.

Improper maintenance/sanitation of harvesting container (foreign material contaminates
product).

Contaminated product due to improper hygiene practices.

MARSH
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COMMODITY GROUP - Risk Scenario Register

CATEGORY

SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS - HORTICULTURE

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Knowledge
Capital/

Business
Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

Knowledge
Capital/

Business
Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

Contaminated product due to worker having a communicable disease.

Contaminated product due to worker working with an open wound.

Contaminated product due to use of pest control product.

Product Recall

e Inefficient due to lack of ability to track lot number
e Ineffective communication to all parties
e Recall of a lot (when more lots were involved)

e Inadequate assessment and control of crisis of the situation

Inaccurate records to detect contamination (e.g. water sources and quality, pesticide spraying,
fertilizer application, training for seasonal work, treatment of recycled water).

Provisions for G.M. contamination.

MARSH

COFFS Risk Scenario Register.doc

22




COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO

THREAT AND EVENT (DUE 10 ...)

PROCESS/OPERATIONS RISKS - HORTICULTURE

PERCEIVED
IMPORTANCE/MATERIALITY

(HIGH, MEDIUM, LOW, NOT
APPLICABLE)

Knowledge

Capital/

Business

Interruption/

Product Failure/

Environmental
Risks/

Health and Safety

MARSH
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COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO PERCEIVED
IMPORTANCE/MATERIALITY
THREAT AND EVENT (DUE 10 ...)
(HIGH, MEDIUM, LOW, NOT
APPLICABLE)
FINANCIAL RISK

Interest Rate

Higher interest rates increases producers costs, thus impacting ability to implement/maintain
OFFS programs.

Currency/Foreign
Exchange Rates

Exchange rates change import/export balance, thus impacting ability to implement/maintain
OFFS programs.

Commodity Commodity price reductions reduces Producers margins, thus impacting the ability to
Pricing implement/maintain OFFS.
Cash Flow Changes to overall government farm funding programs, thus diminishing Producers’ cash flow

and impacting ability to implement OFFS programs.

MARSH
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COMMODITY GROUP - Risk Scenario Register

CATEGORY SCENARIO PERCEIVED
IMPORTANCE/MATERIALITY
THREAT AND EVENT (DUE 10 ...)
(HIGH, MEDIUM, LOW, NOT
APPLICABLE)
FINANCIAL RISK
Default Default in collecting funds owed from third parties creates cash flow problems and impacts
ability to implement OFFS program.
Failure of a risk financing mechanism (e.g. insufficient funding, insurer default, etc.) following a
major food safety related claim.
Collateral Major food safety related loss results in decline in underlying business value within sector.
MARSH 25
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On-Farm Food Safety - Risk Analysis Worksheet

Risk Ranking

RISK SCENARIO (THREAT/EVENT) B . Resulting Criticality
ikelihoo mpac

Recommended
Review Date

Improvement
Priority

Cause(s) Potential Consequences Controls in Place Risk Improvement Opportunities Task Resp Cons Inform By When

Scenario completion date: Revised Risk Ranking Comment:
& Criticality Date:
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lllustrative Case Study

This case study is intended to provide an illustrative example of how to use this Guide. It simulates a process whereby a
designated team has conducted an initial risk identification screening and determined one of their key issues is
bioterrorism. Based on a scenario of a radical special interest group introducing a contaminant into the product, they then
use the Risk Analysis Worksheet (Figure 11 in The Guide) to "bore down" to better qualify this issue and establish action
plans for further risk reduction.

To facilitate clearer explanation of the process, some assumptions are made in presenting this case study:

— A "generic" commodity involving animals or livestock is represented. This is not meant to imply that the potential
causes of the scenario and the controls and risk improvements listed on the sample Risk Analysis Worksheets are
exhaustive and relevant to any specific commodity group.

— The commodity group represented has been through all of the requisite planning processes and have developed a
philosophy and working strategy for implementation of a risk management process.

— Key stakeholders have been identified and their interests are represented in the process and team (as per Table 1 of
The Guide).

— The team arrived at this as an important risk issue after working through the Risk Scenario Register (Figures 9 & 10
in The Guide).
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Risk Scenario - Bio-terrorism

COMMODITY GROUP - Risk Scenario Register

CATEGDRY ECENARIO IERCEIVED
IMFORTANCENATERTATITY
THREEAT ANT EVENT (DUE 2 ...)
(FEHE MEDINS 2O W NOT
APPIACMRIE]
FROCESS/0FERATIONS RISES — ANIHAL / LIVEST 0CKSFECIFIC
Encvielze Eromm disease, wins, ete . erters the Canadian market (ie haring prewions afected trade Ifedim
Capmtals oither parisdictions ).
Buusiness Ercam dkease at firm (which impacts firm level production ). Liomr
Tbemupiien -
Prodad covdamireated writh weterbary dnazresidues sweedivg Health Canada s tolemrces (& 2. Ifedimm
Broduct Faabore’ | producer uses wrong product, incomre ot withdrimal time, extr-off libel medication witho
Frni al Presoiption ) sold to corenmmers .
Risks/ Produdt cordamirated meth artimicrob ial resistart pathuogere, hdch are traced back: to the use of Tifedium
aritfhiotics try Producer (& 2. eri1se of ardimicobials at the fom lerel, or avtimioobial
Healfh and Safely | Lot by Froducer (s £ Tnprop
BIO-TERRORISNT - A RADICAT GROUF INTRO DUCES A CONTAMIANT INTO HIGH
THE FRODULT.
Produdt cordMmmaren wure ow e imieteinfentinsnme datissten s s e nmeta hae Lomr
dinedme, e to (for expmpl ):
= Cordaminated feed
»  Cortamivated aeter
= Wil tamperitgg
EBroben medicatiotreedle diccarered (ie. by Processor, copsmer]).
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Case Study - defining scenario and identifying all potential causes

On-Farm Food Safety - Risk Analysis Wc

] Risk s vermset Opposdunisles '""FP'::
Each scenario may Contaminant irtroduced vis
have multiple causes. suppliss purchased by
Producer
These should all be *+ Feed In brainstorming session, during
. o +  Medication . - . .
identified and Livestack 1 breeding stack the Risk Identification phase, this
documented scenario had a high perceived
(Reference: Figure 12)] importance/materiality
Contaminart Moy imroduced (Reference: Figures 8, 9, 10).
at Producer facility (via feed, .
medication, water, injection, A Separate scenario may be
N_|Bte). considered whereby a
Contamination of Producer : .
\ | facilties and 7 or equipment. contaminant is threatened but not
Transportation- cross .
contamination of product, actually introduced (e.g. for
Falze azsertion of on-farm purposes of sensationalism,
cortamination (cortaminant
weas introduced "dowenztream™)
[“1 | Falze azsertion of
cortamination .
Scenario cornpletion date: Rewized Rizk Cornm
Ramking &
Criticality Date:
Addendum C - Page 4
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Case Study - identify potential consequences & cataloguing the risk
controls that are in place

On-Farm Food Safety - Risk Analysis Worlksheet

For each cause
(contaminant introduced to
feed or medication, for
example), identify potential
consequences (reference
figure 12).

Types of consequences
could include financial,
trade, liability, reputation
and so on.

Similar consequences would
result from analysis of other
causes, however some
additional conseauences

L]

depending on
cartaminant) ranging from
illnes= to death, to multiple
death=. Children
particulary wulnerable to
lower dozes.

Potential for litigation
against Producer and
Pronvinczial # MHational
Association

Significant loss of public
confidence in safety of
product and OFF %
program.

La=s of reputation

Reduced regional £
ngtional, demand for
product (beyond
immediately affertad
ared)); potential cessation
of trade

Loss of § quarantine of
animals.

SCEMARIO [THREAT/EVENT]

n=is management plans
at Prowincial £ Mational
lewel,

Producer QA ([ e..
receiving procedures,
procurement record
keeping, et

Ongaing communication
of "igzues"to Producers
wia Provincial
Aszocigtion.

Traceability systems, incl.

sampling and testing.

Quality programs of
suppliers.

Risk finance S Insurance

Rk mpovement Oppontinises

TG iTang
Pieie iyt

Likelibe

The controls that are in
place are catalogued. The
completeness &
effectiveness of these
controls to address the risk,
and each cause, should be
scrutinized and tested.

The process is repeated for

aach idantifiad nntantial
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Case Study - assigning relative rankings of likelihood and impact to
the scenario

s Worksheet

Rizk Ranking
Resultirg Criticality

Likelikn Irnpact Rish

Increasing Impact

Critical -

Important -

1 2 3 4 5
Increasing Likelihood ~— ==———liiin

Consider -

1 2 3 4 5
Increasing Likelihood _>

Addendum C - Page 6



A2 o
S/ TTE E)
AR

Canadian On-Farm Food Safety

Risk Management Planning Guide

On-Farm Food Safety - Risk Analysis Worksheet

Based on a review of
existing controls, and
group discussion and
brainstorming, a number
of additional opportunities
for risk improvement are
identified. The team used
Table 4 in the Guide to
help prompt ideas to
assure a complete
“system” of controls was
considered.

Again, this process is
completed for each
potential cause of the loss
scenario.

RELTYEVENT]

Case Study - identifying opportunities for risk improvement

Using a cost benefit approach (Table 5
of the Guide), the improvement priority
was deemed to be “high”. While the
improved effectiveness in overall crisis
management capabilities would help

; TG HEanE .
I Erpr e P pottuniian Pric ity reduce impact, the team felt the
Cument status and effectivenass of i i i
Prowvincial Pssocigtion plans uncertain. resultlng risk would still be deemed
Establizh a national coordination strategy “critical”.
for crisis management that establishes and High A q .
maintaing minimum standard and azsures This process is repeated for each risk
coordingtion at the regional § Prowincial £ improvement Opportunity
Hational lewel. :
In next issuance of Producer hianual,
recognize supplies 3= a key control paint
and include expanded guidelines for adium
= Inspection of materals
»  Document retention
Conzider 3 more formalized "OFFS (Resulting)
Fopraved Supplier” program that would DEGREE OF RISK A L H1E
dowetail with commodity group — specific IMPROVEMENT
technical guideline=. Crterato specificalhy
imlude: Lo From To Difficult | Moderate {
Egiiﬁ Inegny "Consider” Medium High
pachkaging " " . .
fransportation Important Medium Medium
standardized contracts and indemnities. < "Critical” )| '>‘
Complete inzurance review intigtive. 1
Wedium Important "Consider" Medium Medium High
"Important” Low Low Medium

Ongoing rewiew of protozols for screening -
and testing tosins and contaminants . Consider "Consider” Very Low Low Medium
Fuewiew advances in technology . High

(Fecognize inherent sk that some
contaminant=s are not screened for, thus
would go undetected).
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Case Study - developing action plans for risk improvement

sis Worksheet

Rizk Ramking

Inform  ByWhan Bratus

Dewelop 3 Frow N Diesign Fending
questionnaire for approval to fres
key Provincial sufficient time
cantacts to appraise for SWC to take
curment crisis On project .
mianagemenit
capabilities.

Levelop atemplate
to as=sure minimum 50
standard and
promote § share best
practices.

Establish 3 steanng JuC
COMmMmittes to
implement and
coordingte ongaing
response planning
and related activitias
{inzl. simulation and
testing))
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Guidelines for Developing A Crisis Management Plan

Introduction

Despite all best efforts at prevention and control, unwanted incidents or losses can occur. When they do, having pre-
planned strategies in place to respond, in the event of any contingency can significantly mitigate the resulting impacts. In
the extreme, effective contingency plans can mean the difference between life and death or business survival and
extinction.

In considering planning for the broad spectrum of business continuity management, it is helpful to recognize that there are
various phases to an incident, with each requiring unique, but co-ordinated, response strategies. This is illustrated as
follows.

Incident

Pre- :
incident : { Emergency | C risis Business
Planning| — = Response —“>Management—=" Recovery
Risk i g i
Control

Emergency/Crisis/

Disaster b= bow

Pre-incident

1 hour-3days§

1 hour - months

Figure D — 1 Business Continuity Management Process
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Within the context of this Guide, and its intended users, crisis management is arguably the most import phase to focus
planning on. Emergency response, by its immediacy is the purview of the producer. If not already in place, commodity
groups could assist constituent producers through the provision of emergency response guidelines or templates — either via
integration with OFFS technical standards, or through stand-alone resource materials. The business recovery phase is by
nature longer term and will tend to require extensive and sustained resources that are scenario-specific, and is likely to be
lead by stakeholders with the most significant economic interests. Therefore, the crisis management phase is likely the
most important for the users of this Guide, in helping them to assist their commodity groups through effective crisis
communication strategies and prompt and responsive tactical advice and support to bring an urgent crisis situation under
control.

Crisis management defines how strategic issues, stemming from an organizational crisis, are to be addressed and
managed. That is, it establishes the command, control and co-ordination of the crisis. In doing so crisis management
plans must consider the critical internal and external communications needed along with the key decision-making
processes, which are to be in effect during a crisis and in the subsequent days after the precipitating event. Leadership,
use of available resources, communicating with emergency services and key stakeholders (including regulators,
customers, suppliers, the financial community and the media) are all part of this key activity.

Effective crisis management is also consistent with good corporate governance, as evidenced by its principal objectives:

— Survival of the entity.

— Minimizing the impact of any significant incident

— Safeguarding people, stakeholders, property, business operations and the environment
— Restoring critical operations

— Compliance.

To successfully establish crisis management plans, a project management approach is necessary. Some of the key
components to consider in developing the plan should include:

Addendum D - Page 3
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I-  Project Initiation — Obtain the requisite support from leadership and management support including issuance of a
policy statement. Appoint a project manager and project team(s) to develop the crisis plan.

II- Emergency Response Procedures — Identify ‘state of readiness’ capabilities and provide whatever guidance
possible to producers, and other relevant stakeholders with respect to development of plans to deal with all
potential emergencies, natural or man-made.

IIT — Identify Roles and Responsibilities — The crisis management plan should identify key roles and responsibilities
including:

— An individual to have overall responsibility and effectively take “ownership” for the management of the
crisis. This person would assure the organization, and its stakeholders (including the board) are aware of the
crisis status and chair the crisis management steering committee.

— A crisis management steering committee made up of senior management personnel, to provide crisis
management strategy and decision making. This group would manage outgoing communications (i.e.
statements to the media), as well as manage any legal and/or regulatory issues, which may arise.

— An individual to oversee the implementation aspect of any of the decisions or strategies set out by the steering
committee. This would include dealing with the media and regulatory bodies, as well as being responsible for
the establishment and activities of the crisis management team and the command centre.

— A crisis management team to work with the steering committee and the individual in charge, in order to
implement the plan as established.

— Appropriate back-up’s for all functions.

IV — Notification and Escalation Procedures — Development of procedures for triggering the crisis management and
notification process, as well as provisions for the escalation of an incident to “crisis” status.

V — Command Centre — Establishment of appropriate command centre(s), along with the identification of materials
and equipment to be needed.
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VI- Communications - Establish a process for communication with both internal and external contacts. It is important

that when delivering outside communications there is a single clear and accurate message delivered by a
designated media-trained spokesperson.

VII — Training and Testing — To assure the efficacy of the plan a regime of defined training and testing (e.g. via
simulation exercises) should be established.

When they are needed, effective crisis management procedures become critical to an organization. Therefore, it is vital
that persons involved in the planning and response process have a clear understanding of their roles and responsibilities
prior to any incident and they receive the requisite tools and training to enable them to carry out these responsibilities.

This is intended only as a brief primer on crisis management. There are many excellent resources available that can

provide the user with more comprehensive insights and guidelines on this important subject. A number of these are listed

in the following section.
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Resources

The following links contain documents related to food safety crisis management which can aid the Commodity Groups in
developing their own Crisis Management planning endeavours.

Canadian Sources

Planning for and Responding to Disasters in Canada — An Approach for Farmers and Farm Organizations ©2001

Canadian Farm Business Management Council, Canadian Federation of Agriculture

Business Continuity Institute
www.thebci.org

Canadian Centre for Emergency Preparedness
WWW.ccep.ca

Disaster Recovery Information Exchange Canada
www.drie.org

Office Of Critical Infrastructure Protection And Emergency Preparedness (Canadian Government)
Self-Help Advice for Businesses and Institutions

Business Resumption Planning: A Guide

http://www.ocipep-bpiepc.ge.ca/info_pro/self help ad/general/book busi_e.asp

OMAF Food and Agriculture Emergency Management System (Ontario) - includes manual and workbook
http://www.gov.on.ca/OMAFRA/english/research/risk/emergency.html

Food Safety Network
Crisis Response & Communication Planning Manual

Addendum D - Page 6



f’“{fﬁ.ﬁ% Canadian On-Farm Food Safety
Sy Risk Management Planning Guide

http://www.foodsafetynetwork.ca/crisis/crisis-manual.htm
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Crisis Response & Communication Planning Workbook
http://www.foodsafetynetwork.ca/crisis/crisis-workbook.htm

Lessons from the Ice Storm
http://www.gov.on.ca/OMAFRA/english/engineer/generators/media/lessons.htm

U.S. Sources

http://www.usda.gov/da/ocpm/

International Sources

Food And Agriculture Organization Of The United Nations

Animal Disease Emergency Preparedness Plans
http://www.fao.org/DOCREP/004/X2096E/X2096E00.HTM

Good Emergency Management Practices
http://www.fao.org/ag/AGA/AGAH/EMPRES/e _gemp.htm

Feed and Food Safety Gateway
http://www.fao.org/ag/AGA/AGAP/FRG/Feedsafety/feedsafety.htm
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